uindI Alwludl Glgl

https://spp.nauss.edu.sa/index.php/spp

dginl oluolos Jels A8 9

A1y O ladiidl) sl 5 IKusl dsdIKt Ad duolew g0

Towards an Effective Policy to Combat the Malicious Innovation of Terrorist Organizations

The paper explores the mechanisms of
malicious innovation employed by terrorist
organizations, emphasizing their reliance on
social media platforms, artificial intelligence,
and video games for propaganda and
recruitment purposes. These groups have
also exploited virtual currencies to fundraise,
finance attacks, and engage in illicit
transactions; depending on the advantages,
these currencies offer, especially anonymity,
ease of use, and transactional secrecy.
Furthermore, terrorist organizations exploit,
in increasing pace, the unmanned aerial
vehicles (drones) in its operations, attributed
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to their affordability and user-friendliness.

The paper concludes by recommending
the important integration of artificial
intelligence into counter-terrorism strategies,
highlighting the role of Al-driven predictive
analytics in enhancing threat prevention.
It also advocates for the regulation of dark
web infrastructure and the implementation of
effective measures to strengthen censorship
over virtual currencies. Additionally, the
paper underscores the importance of
capacity building for law enforcement and
counter-terrorism personnel, ensuring they
are equipped with the most advanced
technological tools available.
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